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Darba galvenie rezultati

ZERO protokols
Pakesu Transformaciju Valoda (PTL)

LU MII makona koncepcija un realizacija
Astronomisko datu apstrade makoni

Protokolu veiktspéjas novertéjums
meteorologisko datu parraidei



ZERO protokols

* Tuneléjoss Ethernet-over-IP protokols
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* Nepalielina datu struktiru — nefragmenté
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ZERO Iideja

* Viena sesija visiem viena virziena kadriem MAC galva
un gandriz visa IP galva ir identiskas

- MAC: X->Y IP: A->B Data >
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ZERO Iideja

» Dazi IP lauki praktiski netiek lietoti

- Fragment Offset — lieto tikal, ja cela ir kanals ar
MTU<1500 (reti)

— Evil Bit — netiek lietots saskana ar IP standartu



NICE kadri

 Definition 1. Ethernet frame is said to be NICE If it
fulfills the following criteria:

- It includes a legal IPv4 packet as the last part of
Ethernet data field,

- the header of the included IPv4 packet is 20 bytes long
(has no options field such as Source Routing),

- the TTL value of the included IPv4 packet is higher than
certain minimum (ttl_min, described further),

- the U-fields of the included IPv4 packet contain null
data.



NICE transformacija
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NICE transformacija
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ZERO lauki
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UGLY kadri

 Definition 2. Ethernet frame is said to be UGLY
if it Is not NICE.



UGLY transformacija
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SYN transformacija
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Kanalu redundance
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ZERO IP korektums

 Theorem: In converged state ZERO protocol
will correctly tunnel NICE frames with zero-
overhead through Transport infrastructures that:

— do not fragment IPv4 packets with size<=1500,
- do not filter IPv4 packets by Source IP address;

— do not alter IP packet contents besides normal TTL
and IP header checksum modification during
forwarding.



ZERO realizacijas

e Lietotnes Iimeni

- Sakotngjie rezultati

* Linux kodola Iirmeni
- Stabila, augstas veliktspéjas realizacija
- leladéjama kodola modula veida

- Stenda tunelésana pievienoja 300-400
mikrosekundes RTT laikkam (bez tas — 200us)

- Eksperimenti dazados scenarijos
 Realizacija ar PTL



ZERO diskusija

Daudzpunktu tuneléSanas topologija
Par drosSibas sekam
Pv6 iepakosana IPv4 tuneli nefragmentéjot

P Ident lauka lietoSana indeksam

Alternativa TTL lauka kompensésana

ZERO noturiba pret NAT/PAT

MEPS (Maximum encapsulated packet size) jédziens



PTL

 Pakesu Transformaciju Valoda (Packet
Transformation Language, PTL)

 PTL Ir projektéts ar sekojosam spéjam:
- 1. transformét dotu OSI [imena PDU uz citu OSI
limena PDU;
- 2. nodrosinat universalu valodu PDU transformaciju
definésanai;
- 3. nodrosinat PDU transformaciju atgriezeniskumu
(reversibility).



PTL

» Atgriezeniskuma princips (Reversibility
principle):
- Visam tieSajam transformacijam (FT) Satitaja,
jaatbilst funkcionali pretéjam transformacijam (RT)
Sanéméja

FT(P)=P' un RT(P)=P
tatad, RT(FT(P)) =P



PTL

* Tiesa transformacija (FT) var neizdoties, ja
kada tas funkcija neizdodas

- Javisas funkcijas izdodas, transformacija izdodas

» Var paredzét transformaciju ietvaru ar
optimalam FT un “atkapsanas” FT

- Katram kanalam — pienemamaka transformacija



PTL

T un RT funkciju kédes transformé datus

_letotajs uzdod tikal FT
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« index funkcija
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PTL sakotnéjas funkcijas

* |zvértésanas funkcijas

equal - salidzina divu parametru vértibas

exists — parbauda parametra eksistenci
apskatamaja PDU



PTL sakotnéjas funkcijas

e Satura mainas funkcijas

swap — maina vietam abu parametru saturu
insert — saturu no p2 ievieto pirms pl
encapsulate — lepako pl jauna p2 struktlra
index — karté sr saturu indeksa veida dr apgabala
DES — Sifré pl ar atslegu key

flag —lezimé pl ar saturu no p2



ZERO pieraksts PTL valoda

« ZERO DC transformacija:

equal(([PO-P7],[P50-P63]), (0x45, 0))
flag(P48, 0, 1)
index([P51-P63], ([FO-PO), [P51-P63], [P128-P159]), 1, 4096)



ZERO pieraksts PTL valoda

« ZERO IC transformacija:

equal(([PO-P7],[P50-P63]), (O0x45, 0))

flag(P48, 0, 1)

swap([P96-P127], [P128-P159])

index([P51-P63], ([FO@-PO), [P51-P63], [P128-P159]), 1, 4096)



Aprobacija un citi rezultati

Linux kodola ZERO realizacija
LU MIl makona koncepcija un realizacija
Astronomisko datu apstrade makoni

Protokolu veiktspéjas novertéjums
meteorologisko datu parraidei

EUMETSAT



ZEROQO aprobacija

* Testu rezultati apstiprina ZERO protokola
gandriz nulles virstérinu efektivitati — 99,94%
paketém nav virstérinu

« Kodola realizacija uzrada augstu velktspéju un
mazas aiztures

* Aprobéta majas apstaklos un augstas slodzeés
» Praksé atrasti jauni aspekti

- “Mazo sinhronizaciju faktors”
- Realu transporta tiklu ierobezojumi



Pirmas paaudzes makonis —
E-splets
Sakts 2008. gada, bez esosa pieprasijuma
Vairaku tipu pakalpojumi:
- laaS, PaasS, datnes.lv, Lieli Datli
Muasdienigi tikloSanas risinajumi
- VPN tuneli, VLANI apakstikliem, pltsmu filtri
Pastavigi projektéts, ieviests, attistits
- Talredziga izvietoSana (provisioning)
- Reala laika parraudziba (monitoring)
- Parslodzes paredzétajs un jaudas mérogotajs



Pirmas paaudzes makonis —
E-splets




Pirmas paaudzes makonis —
E-splets
 SAN datu tikls

- Augstas pieejamibas arhitekttra
— 6 kontrolieri, 624 SATA + 16 FC diski
- 468 TB telpa

« 384 GB RAM (8*48)
* 64 Xeon kodoli (8*8)



Pirmas paaudzes makonis —
E-splets
Jau 2011. gada pirmais resursu deficits

2015. gada — praktiski pilns

- CPU: 92,97%

- RAM: 91,56%

- SAN: 84,64%

179 VM, 274 virtualie diski, 22 tikli

6 gadu laika — neviena batiska partraukuma!



Nakamas paaudzes makonis

Plass pakalpojumu klasts 3 [imenos:
- laaS, PaaS, SaaS
Lietotnes var izvietot dazados limenos

- Maa$S, High Performance Computing (HPC), High
Throughput Computing (HTC), GPU

Zala skaitloSana — nelietotus resursus slédz ara

Var savienot makonus federativas sistémas

- ZERO protokolu iespé&jams lietot makonu kodolu
tiklu logiskai apvienoSanai bez fragmentacijas
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Lalks jautajumiem



Layer2 paplasinasana

* Ir vélme paplasinat Layer2 kanalus

- Nodalamas lietotaju grupas sadalita tikla

- Virtualo masinu grupas makonos (/laaS clouds)
- Lietu Internets (Internet of Things, 10T)

- Attalinati uznémuma biroji

- Attali lietotayi



Layer2 paplasinasana

e Ka to darit?

- Ka konceptuali atdalit Layer2 kanalu no tam
izdalitas fiziskas infrastruktiras?



Layer2 paplasinasana

* Virtualizét Layer2 kanalu ka logisku vienibu —
uz pieejamas Layer2/3/4 infrastruktras
(transporta tikla)

» Koplietot transporta tiklu vairakiem skietami
nodalitiem logiskiem Layer2 kanaliem

 Laut radit jaunus [logiskus] tiklus, neradot jaunu
infrastruktdru

« Datoru tiklu virtualizéSana ir fundamentala
lespéja musdienu datoru tiklos



T1klu virtualizésanas metodes

* Plismu iezimésana (labeling)
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T1klu virtualizésanas metodes

* Plismu iezimésana (labeling)
- VLAN (802.1q)
- Ethernet-over-MPLS
- VPLS
~- utt.



T1klu virtualizésanas metodes

* Plismu iezimésana (labeling)

 Nedaudz palielina kadru ar papildus lauku

* NepiecieSama ipasa, protokolu atbalstoSa
Infrastruktara ar lielaku (>1500) MTU

- Zaudé Layer2 informaciju, parejot cita Layer2
protokola (aiz marsrutétaja)



T1klu virtualizésanas metodes

e Tunelésana
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T1klu virtualizésanas metodes

e Tunelésana

* Layer3 plismas * Layer2 plismas
- IP-IP - L2TP
- GRE - EtherlP
- IPsec - OpenVPN
- VXLAN
- NVGRE

- STT



Fragmentésana tunelos

1056 <= MTU(ISOO&
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A — - o
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Fragmentésana tunelos
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T1klu virtualizésanas metodes

e Tunelésana

* Lietojama Interneta u.c. transporta tiklos

* Vienmeér iepako kadru/paketi transporta tikla
lietota strukttra

- Saglaba visu iepakoto datu strukttru
— Batiski palielina parsttamo tilpumu
 Rada fragmentacijas iespéju, mainigas aiztures



Tiesie un netiesSie kanali

e “Dazi -> daudzi” probléema
* /|C NICE transformacija: SrclP <-> DstIP
» SrclP klust par S-field
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Tiesie un netiesSie kanali

« Theorem 1: Every branch computer requires only one
Channel in each direction through ZERO tunnel to
communicate with all global Internet hosts connected
behind the central office network.
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TTL kompensésana

o {tl_delta = 255 - syn_ttl

. ZERO SYN
 255-239=16
ZERO SYN
: 255-238=17
A\’ A\’



ZERO realizacijas

» Sakotnéjais novértéjums

(R1) ZERO OpenVPN
Packet count 61289 61309
Total volume, bytes 4430144 7001420

No lietotgja iegust tilpuma: 63,27% no OpenVPN

(R2) ZERO OpenVPN
Packet count 125491 248473
Total volume, bytes 187155054 197586861

Uz lietotaju iegust skaita: 50,5% no OpenVPN



ZERO realizaclja majas apstak|os

» Lietota gada garuma
o Caurivismaz 2 IPS, tuvakaja ir DHCP klients
* lerasti majas lietojumi:

- Timeklis, E-pasts, Skype, Youtube



ZERO realizaclja majas apstak|os

» Statistika par 31 dienas periodu:

Premises

SOHO
SOHO
Remote

Remote

 NICE/UGLY, SOHO->Remote =99,3% / 0,7%
 NICE/UGLY, Remote->SOHO =99,7% / 0,3%

Packets

Entrance packet counts
Entrance byte counts
Entrance packet counts

Entrance byte counts

NICE

3286143,
241715177,
6807934,

9694042054,

96, 5%

93,0%

98, 4%

99, 8%

NICE, SYN

95852, 2,8%
16750197, 6,4%
87025, 1,3%

16613563, 0,2%

UGLY

22840, 0,7%
1417140, 0,5%
23510, 0,3%

1363580, 0,0%



ZERO realizaclja majas apstak|os

« ZERO SYN letekme uz fragmentésanu

Scenario Packets Bytes SYNs Fragd
SYNs

Long TCP sessions, 1412722 2118545373 175 169

tunn. to client

Long TCP sessions, 690894 35976562 175 0

tunn. to server

Short TCP sessions, 37889 56403591 54 1

tunn. to client

Short TCP sessions, 12161 643252 54 0

tunn. to server

 Garas TCP sesijas ZERO SYN fragmenté biezi (169 no 175)
 |sas TCP sesijas ZERO SYN fragmenté reti (1 no 54)



ZERO realizacija LU MIl makont

» Aktivs Timekla serveris — aiz lokala tunela
- Transporta tikls — OS tilts (bridge)

 Lieto nelielu (1-10MB) statisku objektu
ejupieladel

 Parasti —islaicigas HTTP sesijas



ZERO realizacija LU MIl makont

» Statistika par 1 stundu:

Scenario Sess Total Packets Bytes SYNs Fragd Frags/ Frags/
ions sessnh. SYNs packets SYNs
time,s
Tunn. to 3164 53331 9852k 14317 6666 390 0,0040% 5,85%
client MB
Tunn. to 3364 57416 4599k 284 7107 166 0,0036% 2,33%
server MB

o Patipasas SYN paketes tiek fragmentétas 2-6%
* No kopéja NICE pakesu skaita tie ir ~4e-5



Dinamiska astronomisko datu
apstrade

* Hibrida sistéma:
— |€lie dati tiek sinhroni glabati pagaidu atmina,
— apstradi veic asinhroni

o Apstradel “stradniekus” piekarto dinamiski péc
jaudas nepiecieSamibas

- (pagaidu atminas “uzpildisanas”)
* |zpétitas piemérotas sadalitas datnu sistémas

- Lustre Ir plemérotaka — atra, pieejama, neprasa
papildus mehanismus (SAN, fencing)



Dinamiska astronomisko datu
apstrade

e Sistémas arhitektura
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Protokolu veiktspéja
meteorologijas datiem

« EUMETSAT tresas paaudzes programma
nepieciesama 300-400Mb/s pastaviga datu
plisma geografiski lielos attalumos

« Jautajums: val datu parraides protokoli nebus
Skérslis?

» Vairaki scenariju apstakli:
- Aliztures, pakesu zudumi, failu kopas

» Atbilde: virszemes (70ms RTT) parraidel
labakais ir RSYNC

- pat ar mazam datném ir 440Mbps



Scenarios
1,2,3,45,6

7,8,9,10,11,12

13,14,15,16,1

7,18

19,20

21,22,23,24

25,26

Protokolu veiktspéja
meteorologijas datiem

Category: file sizes
Cat 1: 10kB

Cat 2: 5SMB

Cat 3: 2GB

Cat 4: mix of 10kB,
512kB, 5MB, 50MB,
2GB

Cat 5: mix of 10kB,
512kB, 5MB, 50MB,
2GB

Cat 6: 2GB

RTT

1,2,3: 70ms
45 6: 700ms

7,8,9: 70ms
10,11,12: 700ms

13,14,15: 70ms
16,17,18: 700ms

19: 70ms
20: 700ms

21,22: 70ms
23,24: 700ms

25: 70ms
26: 700ms

Packet loss rate

1,4:0
2,5: 10+
3,6: 103

7,10: 0
8,11: 106
9,12: 10-s

13,16: 0
14,17: 10-6
15,18: 10

0

21,23: 106
22,24: 10

10-3



Protokolu velktspéja

meteorologijas datiem

h average traffic
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levérojami rezultati

* Highest performance — FTP in scenario 13:
105MBps (840Mbps);

 For small files (10kB) only RSYNC reached
target (scenario 1: 55MBps (440Mbps));

» At worst packet loss (10-3) only UFTP reached
target (scenario 25: 45MBps (360Mbps));

At 700ms RTT only GridFTP came close to
target (best case — GridFTP in scenario 16:
38MBps (304Mbps)).
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Remote Security Labs in The Cloud

ReSelLa
Anders Carlsson Leo Truksans
BTH IMCS UL
Sweden Latvia

aca(@bth.se

Rune Gustavsson
BTH
Sweden
regu(@bth.se

Abstract—The paper describes on-going work on a
configurable network based experimental platform ReSeLa. The
platform is a key component of the ongoing EU funded TEMPUS
project ENGENSEC. The project is aiming at providing courses
and training material to educate future gemeration of Cyber
security experts. Our project is based on the educational
Framework; Conceive, Design, Implement, Operate (CDI()').
The paper outlines the background of earlier efforts on similar
platforms in Sweden and Latvia. In the paper we also compares
our approach with lessons learned in international projects such
as PlanetLab, EmuLab, and GENI. Our approach of Cloud
based environments is based on recent advanced in distributed
computing such as OpenStack. Some identified and addressed
challenges care presented. We also present the architecture of
ReSeLa as well as its basic functionalities. The paper ends with a
section on Future work and a short list of references

Keywords— Cloud Based Security Engineering, Open Stack,
learning and training, international cooperation

L. BACKGROUND

We are partners in the on going EU Project ENGENSEC®
Educating the Next generation experts in Cyber Security
(Eneensec.eu). The main objective of the ENGENSEC project

leo.truksans(@lumii.lv

Martens Balodis
IMCS UL
Latvia
martins.balodis@lumii.lv

EU universities, ECTS grading and mutual degree recog-
nition.

A crucial component in the project is to design, develop and
implement sustainable experimental environments. That is,
our Cloud based Remote Security Labs (ReSe-La).

The ReSeL A architecture is a result of earlier efforts by the
partners, for example at Blekinge Institute of Technology
(BTH) and Institute of Mathematics and Computer Science of
University of Latvia (IMCS LU).

In 2006, Blekinge Institute of Technology (BTH) deci-ded to
create a remotely accessible laboratory supporting advanced
security exercises and training (OpenlLabs Security
laboratory). In the laboratory, students were able to
experiment with insecure protocols, software vulnerabilities
and other harmful software, e.g. viruses, in a safe and isolated
environment.

This remotely accessible security laboratory was the
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