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Reweaponization of a Malware Sample

Karlis Podins, CERT.LV
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Malware Architecture

Office document — zip archive

Outer EPS image

Inner EPS — encrypted with static xor key

Outer shellcode

Inner shellcode — encrypted with PRNG

Dropper executable

Payload exe

C&C - encrypted
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Challenges

Office document — zip archive

Outer EPS image

Inner EPS — with static xor key

Outer shellcode

Inner shellcode — with PRNG

Dropper executable

Payload exe
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Cé&C -
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File Edit
-

[dns

& *Local Area Connection 2

View Go

Capture  Analyze Statistics

R & = =

Telephony Wircless Tools  Help

~ | Expression

No.

a0

. 24.043..
QAESIRT
e lUA

2459 310

. 24 .982...

. 25.498...

. 25.795..

. 26.014..

266152

. 26.144..

Source

85.254.193..

. BN B

' BRI S a

18 052015

85.254_193..

16.©.2.15

85.254.193..

oSO ETE

85.254.193..

10502015

Destination

10.6.2.15

MR T BN PN

JY 11

85.254.193..

10°-052 15

85.254.193...

10.0.2.15

85.254.193...

dete-2 05

85.254.193..

Protocol  Length

DNS 222
NS e
AV 58 G
DNS 85
DNS 14@©
DNS 69
DNS 2©ee
DNS 77
DNS 249
DNS 75

Info

Standard
Standard
Standard
Standard
Standard
Standard
Standard
Standard
Standard
Standard

query
query
query
query
query
query
query
query
query
query

response
©xSfae A
response
©xcdbl A
response
ex720e A
response
ex4372 A
response
ex97bc A

exec@9 A google.com A 172.217.20.174 N..

roaming.officeapps.live.com

©x9fae A roaming.officeapps.live.com C..

teredo.ipvé.microsoft.com

excdbl No such name A teredo.ipv6.micr.. |

cycon.org

Ox7280e A cycon.org A 1©4.25.137.98 A 1..

ocsp.digicert.com

©x4372 A ocsp.digicert.com CNAME cs9.w..

ocsp.msocsp.com

RORRCE U OOV,

. 26.244.,.. 10.0.2.15 85.254.193.. DNS 78 Standard query ©x6fb9 A ccdcoe.org

Frame 683: 69 bytes on wire (552 bits), 69 bytes captured (552 bits) on interface ©

Ethernet II, Src: PcsCompu_85:c5:cd (©8:©00:27:85:c5:cd), Dst: RealtekU_12:35:©2 (52:54:©©:12:35:02)
Internet Protocol Version 4, Src: 1©.0.2.15, Dst: 85.254.193.137

User Datagram Protocol, Src Port: 52958, Dst Port: 53

Domain Name System (query)

Domain Name System: Protocol Packets: 11474 - Displayed: 84 (0.7%) Profile: Default




Reweaponization Choices

Office document — zip archive

Outer EPS image

Inner EPS — encrypted with static xor key

Outer shellcode

Inner shellcode — encrypted with PRNG

Dropper executable

Payload exe

C&C - encrypted
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