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• Complexity: Bluetooth is stateful, timing-sensitive, no single testing
method addresses all its layers and nuances.

• Limited ground truth: Hard to define logic bug oracles without access
to internal specifications.

• Compatibility: Bluetooth Classic (aka. BR/EDR) security shouldn't be
overlooked. While Bluetooth Low Energy (BLE) is advancing, BR/EDR
is still the de facto standard protocol for short-range wireless audio.

• Limitations: Delivering centralized firmware updates can be impractical
or physically difficult, leaving unpatched security gaps.

• Low Quality Assurance: The certification process overlooks poor
safeguards against malicious data processing.

• OS Security Risks: Firmware vulnerabilities can compromise the
connected systems.

Research Motivation
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Fuzzing Effects in Bluetooth Stack Layers
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Generative approach: creating test from protocol
specifications (top-down) rev-engineering traffic (bottom-
up), using state models, or formal Bluetooth message
grammars, producing state-valid sequences for injection .

Mutational approach: starting from valid PDUs and
modify bytes, lengths, or TLV fields to expose parser and
boundary bugs.

Hybrid + State-aware: Combine generative sequences
and mutations, use feedback (coverage, heuristics, ML
etc.) to guide transformations, state transitions and
uncover deep protocol logic.

Key Fuzz Data Approaches

Fuzz Data

Generative Mutational

Hybrid + State-aware
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Coverage-guided: dynamically evolves inputs using feedback, best
suited for instrumentable host stacks (not for closed-source or
embedded).
Concrete: run tests with real, specific input values (normal fuzzing).
Symbolic: analyzes program execution with symbolic variable values
to explore all possible execution paths simultaneously.
Concolic: combines symbolic reasoning with concrete runs to narrow
down and reach problematic paths more efficiently.

Key Fuzzing Execution Procedures
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Coverage Feedback: New code paths (block / edge traces).
Crash & Hang Detection: Reproducible failures (crashes, timeouts, hangs).
State & Protocol Signaling: Inputs advancing valid Bluetooth states (e.g., pairing).
Invalid Response Semantics: Unexpected or incorrect protocol replies.
Time Delays & Side-channel Signaling: Latency, retries, power and CPU anomalies.
Resource Monitoring: Leaks & exhaustion of resources.
Hybrid: Combined multiple feedback for prioritization.

Feedback for Direction and Automation

Coverage Crash &
Hangs

State &
Protocol
Signaling

Invalid
Response

Time delays
and Side-
channel
Signaling

Resource
Monitoring Hybrid
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Bluetooth Security Research in the WearSec (Through April 2024)

Highlights
• Exploring the most promising and effective tools, methodologies, and vulnerabilities, with a
focus on the physical layer and advanced protocol fuzzing techniques.

• Contribution to the fuzzing methodologies for wearable devices.

Outcome
• Designed and engineered a protocol fuzzing workflow using advanced tools and custom scripts.

Outreach and Dissemination
• Validated foundational tools and frameworks for wireless protocol fuzzing research.
• Co-authored the research papers and contributed to the development of a knowledge base
influencing both academic and industry practices in wearable device security.
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Wearable Device RF Fingerprinting: An Experimental Study

Research funded by the Latvian Council of Science, project “Automated wireless
security analysis of wearable devices” (WearSec), project No. lzp-2020/1-0395

Prepared for: International Workshop on Embedded
Digital Intelligence (IWoEDI'2023).

Role: Co-authored as the 2nd author.
Paper status: Published as an online paper.

Publisher: EDI IWoEDI'2023 conference website.

8



Evaluating Bluetooth BR/EDR Communication Resilience:
Methods and Fuzzing Tools

Research funded by the Latvian Council of Science, project “Automated wireless
security analysis of wearable devices” (WearSec), project No. lzp-2020/1-0395

Paper status: major revision in progress
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Wearable Device Bluetooth/BLE Physical Layer Dataset

Research funded by the Latvian Council of Science, project “Automated wireless
security analysis of wearable devices” (WearSec), project No. lzp-2020/1-0395

Paper status: published (doi.org/10.3390/data9040053)
Publisher: MDPI Data
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Cyber-Physical Systems: Securing Latvia’s Future
Cybersecurity in Latvia (Book)

Publisher: Routledge
DOI: 10.4324/9781003638858-11

ISBN: 9781003638858
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Shifting Research Focus: February to November 2024

Post-WearSec Engagement
• Latvian Council of Science-funded project Smart Materials, Photonics, Technologies, and

Engineering Ecosystem (VPP-EM-FOTONIKA-2022/1-0001)

Project Task Involvement Highlights
• Developing tools to enable future IoT-Edge-Cloud environment research.
• Creating foundational features and interfaces.

Outreach and Dissemination
• Created and presented a poster at conferences.
• Produced and created a promotional video for the task.
• Contributed to and co-authored the paper.
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A Set of Tools and Data Management
Framework for the IoT–Edge–Cloud Continuum

Research funded by the Latvian Council of Science, project “Smart Materials,
Photonics, Technologies and Engineering Ecosystem” project No VPP-EM-FOTONIKA-2022/1-0001.

Paper status: published (doi.org/10.3390/asi7060130)
Publisher: MDPI Applied System Innovation
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Shifting Research Focus Again: Through December 2025

Upon concluding previous projects, efforts were directed towards exploring new projects that would be
consistent with the thesis objectives.

• Physics-Informed Machine Learning-Based Prediction and Reversion of
Impaired Fasting Glucose Management (PRAESIIDIUM)
Main task – Development of bioimpedance sensing wearable firmware and sensor driver (Zephyr);
Relation to Bluetooth security – Investigation of Bluetooth functionality and protocol safety (e.g.
deadlocking, BlueSnarfing prevention).

• Progress and Efforts in Identifying Future Research Opportunities:
▪ Searching opportunities on AI Protocol Fuzzing Automation and Fuzzing Wireless

Communication.
▪ Participation in pitching sessions abroad.
▪ Looking for future funding from the European Defense Agency and strategic partnerships

through Capability Technology group.
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The draft has been under
development, still requires
significant additional work.

15



Objectives 2025/2026
Top priorities:
• Writing the draft (most important):

Status: In progress - Next: finish the core chapters and results, then - an internal review.
• Reworking a paper “Evaluating Bluetooth BR/EDR Communication Resilience: Methods and Fuzzing
Tools” (equally important):
Status: In progress - Next: restructure and update, then - prepare the submission.

• Drafting a paper on Bluetooth fuzzing (important):
Status: In progress - Next: complete the methods, figures, submit to the workshop.

• Engaging in security conferences (also important):
Status: In progress - Next: submit abstracts, schedule talks/posters, and set collaboration targets.

• Identifying and securing an aligned research project.
Status: In progress - Next: prepare tailored proposals for collaboration/funding.

Primary development (active engineering and experiments):
• Standalone fuzzing test.

Status: In progress - Next: integrate fuzzer module, validate on the target hardware.
• OTA fuzzing on the development board.

Status: In progress - Next: map OTA update flow, instrument bootloader, and design fuzz corpus.
Stability and compatibility (re-evaluation):
• Braktooth compatibility issues (lower priority).

Status: Partly done - Next: re-run tests on up-to-date kernels, and list failing assumptions.
Completed objective: Supervised Bachelor's Thesis
• "Semantic vs. Non-Semantic CSS: Quantifying CSS Impact On Web Performance".
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Thank You!


