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• Protocol Complexity: Legacy support introduces interoperabilitychallenges and increases the risk of firmware vulnerabilities.
• Update Limitations: Centralized updates are often impractical orphysically infeasible for many devices.
• Quality Assurance Gaps: Certification processes lack consistentenforcement of checks for malicious data processing.
• Security Risks: Vulnerable firmware can compromise OS-levelprotections in connected systems.

Research Motivation



Fuzzing Effects in Bluetooth Stack

• SDP: Fingerprinting and info
leaks via fuzzed requests.

• HFP/HSP: Exposes MitM and
authentication flaws.

• A2DP: Reveals data leaks and
buffer handling issues.

• OPP (OBEX): Exploits
unauthorized access (e.g.,
BlueSnarfing).

• L2CAP: Triggers buffer
overflows and protocol misuse.

• HCI: Detects command
injection vulnerabilities.

• LMP: Disrupts key negotiation
and causes state
desynchronization.



Generative Approach: Creates test data from
scratch using protocol specifications, system
state models, or formal Bluetooth message
syntax.

Mutational Approach: Modifies existing valid
data by altering bits or field values.

Hybrid Approach: Combines generative and
mutational methods, leveraging coverage data
and AI to optimize test data and analyze
results.

Key Fuzz Testing Approaches
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Coverage-Guided Execution:
Dynamically adjusts testing to
maximize coverage and ensure all
parts are as thoroughly tested as
possible.

Concrete Execution: Uses real,
specific input values for testing.

Symbolic Execution: Analyzes
program execution with symbolic
variable values to explore all
possible execution paths in parallel.

Concolic Execution: Combines
symbolic and concrete execution to
more efficiently identify problematic
input paths.

Key Types of Fuzzing Execution Procedures
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Bluetooth Security Research in the WearSec (Through April 2024)

Highlights
• Exploring the most promising and effective tools, methodologies, and vulnerabilities, with a
focus on the physical layer and advanced protocol fuzzing techniques.

• Contribution to the fuzzing methodologies for wearable devices.

Outcome
• Designed and engineered a protocol fuzzing workflow using advanced tools and custom scripts.

Outreach and Dissemination
• Validated foundational tools and frameworks for wireless protocol fuzzing research.
• Co-authored the research papers and contributed to the development of a knowledge base
influencing both academic and industry practices in wearable device security.



Wearable Device RF Fingerprinting: An Experimental Study

Research funded by the Latvian Council of Science, project “Automated wireless
security analysis of wearable devices” (WearSec), project No. lzp-2020/1-0395

Prepared for: International Workshop on Embedded
Digital Intelligence (IWoEDI'2023).

Role: Co-authored as the 2nd author.
Paper status: Published as an online paper.

Publisher: EDI IWoEDI'2023 conference website.



Bluetooth Classic Protocol Fuzzing Practices

Research funded by the Latvian Council of Science, project “Automated wireless
security analysis of wearable devices” (WearSec), project No. lzp-2020/1-0395

Paper status: major revision in progress
Publisher: Baltic Journal of Modern Computing



Wearable Device Bluetooth/BLE Physical Layer Dataset

Research funded by the Latvian Council of Science, project “Automated wireless
security analysis of wearable devices” (WearSec), project No. lzp-2020/1-0395

Paper status: published (doi.org/10.3390/data9040053)
Publisher: MDPI Data



Shifting Research Focus: February to November 2024

Post-WearSec Engagement
• Latvian Council of Science-funded project Smart Materials, Photonics, Technologies, and

Engineering Ecosystem (VPP-EM-FOTONIKA-2022/1-0001)

Project Task Involvement Highlights
• Developing tools to enable future IoT-Edge-Cloud environment research.
• Creating foundational features and interfaces.

Outreach and Dissemination
• Created and presented a poster at conferences.
• Produced and created a promotional video for the task.
• Contributed to and co-authored the paper.



A Set of Tools and Data Management
Framework for the IoT–Edge–Cloud Continuum

Research funded by the Latvian Council of Science, project “Smart Materials,
Photonics, Technologies and Engineering Ecosystem” project No VPP-EM-FOTONIKA-2022/1-0001.

Paper status: published (doi.org/10.3390/asi7060130)
Publisher: MDPI Applied System Innovation



Exploring Feasible Future Research Venues

As the both projects has concluded, new project opportunities are being explored to align with the thesis scope.

• Physics Informed Machine Learning-Based Prediction and Reversion of
Impaired Fasting Glucose Management (PRAESIIDIUM)
Proposed Future Task: Develop firmware for a wearable device with bioimpedance sensing and advanced signal processing. Investigate Bluetooth functionality and assess the safety protocols of the device.

• Future Research Opportunities: Securing CapTech membership to identify strategic partners and secure funding for advanced protocol
fuzzing from the European Defense Agency. Submission to project calls focusing on: Automating Protocol Fuzzing Research with LLM and AI agent integration. Fuzzing wireless communication protocols in UAV systems to improve security and reliability.



The draft has been under
development throughout
the last year and currently
comprises approximately
30 pages, but it requires
significant additional work.



Next Objectives

• Exploring OTA fuzzing using the Infineon CYW920735Q60EVB-01 development board.
• Drafting a paper on Bluetooth fuzzing with Python-based tools.
• Developing a standalone Bluetooth fuzzing test with the Cheap Yellow Display and

ESP32 Marauder framework.
• Resolving Braktooth compatibility issues for modern systems.
• Engaging in security conferences to collaborate and share advancements with the community.
• Identifying and securing a project more closely aligned with my research focus.
• Supervise a bachelor's thesis.
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