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Bluetooth tirgus m

Total Annual Bluetooth® Device Shipments
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Bluetooth versijas

Bluetooth® Enabled Device Shipments
by Radio Version

NUMBERS IN BILLIONS

TODAY

2019 2020 2021 2022 2023 2024 2025 2026

i [ Classic + LE LE

https://www.bluetooth.com/2023-market-update/
Data Source: ABIl Researc h, 2023

2027



AR
%\\ﬁ\\&t levainojamibu skaits -
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https://cve.mitre.org/cgi-bin/cvekey.cgi?’keyword=bluetooth



levainojamibu veidi il

Bluejacking — nevélamo «reklamas» zinu satisana.
Bluesnarfing, BlueBugging — pieslegsanas bez atlaujas.
Malware on a Bluetooth device — izplatisanas kanals.
Fuzzing - mekleéjam 0-day Bluesnarfing, DoS u.c.

Car Whisperer — ievainojamibas automasinas Bluetooth.
DoS — bateriju térésana, savienojumu traucésana.

Pairing Eavesdropping — atslégu vaksana parosanas laika.
Secure Simple Pairing — izliksanas par jau saparotu ierici.



Motivacija m

 Vairakslanu protokols, kas atbalsta mantotas periféras ierices un
apgrutinats ar lielu savietojamibas bagazu (protokola Iimena
programmaparaturas ievainojamibas).

 Gruti val neiespéjami izplatit atjauninajumus.

 Pasreizéja kvalitates nodrosinasana un sertifikacija nepilnvertigi un
neviendabigi parbauda launpratigu datu apstrades iespéjamibu iericés.

« Ar programmaparattru un draiveri var apiet operétajsistemas drosibu.
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Nejausdatu testésana m

* Fuzz testésana ir Melnas kastes automatiska testésanas metode, kas izmanto
nejausus vai daléji nejausus testésanas datus, lai parbauditu stradajosu
protokolu, meklgjot taja jaunas ievainojamibas vai neparedzétu uzvedibu.
Parasti fuzzing rezultats ir ierices avarija, traucéjumi vai apstasanas.

« Mérka protokols un ka lidz tam nonakt. Bluetooth daudzpakapju stavokli
nepielauj uzreiz «fuzét», pieméram, zemako aparatprogrammatuaras slani.
Nepieciesama planosana uz izpratne par protokola darbibu dazadas iericés!

 Testa datu veidosanas metode. Pilnigi nederigus datus kvalitativa
aparatprogramma var nepienemt apstradei. Tas atkarigs no razotaja
ieguldijuma un kvalitates prasibam!



Testédanas panémieni gy

« Generativa pieeja — generé datus no nulles péc specifikacijas (meklé negaiditu
derigu ievadi).

« Mutaciju pieeja — generé, modificgjot zinamus derigus datus (meklée
robezgadijumus).

Modernos rikos parasti izmanto abas pieejas, bet unikala veida, pieméram:
- L2Fuzz koncentréjas uz L2CAP slani, izmanto generativu pieeju, lai raditu jaunas paketes, un var atklat
ievainojamibas draiveros bez parosanas.

- BrakTooth izmanto mutaciju pieeju, lai modificétu esosas paketes aparatprogrammattra (LMP un
Baseband slani).

- ToothPicker ir vérsts uz iOS 13, generé modelus.

- Frankenstein izmanto generativu pieeju un simboliskas mainigo vértibas bez realiem ievaddatiem, emulé
Broadcom mikroshému un meklé atminas bojajumus.



Zinatniskais darbs m

 Literatdras izpéte un fuzzing pétniecibas joma izmantoto metozu
apkoposana, aprobésana, salidzinasana un dokumentésana.

« Modernu atvérta koda fuzzing riku izpéte.

« Daliba 2 publikaciju veidosana LZP projekta (2. autors un 1. autors)

- “Wearable Device RF Fingerprinting: an Experimental Study Using COTS Hardware” konferencei
“International workshop on Embedded Digital Intelligence (IWoEDI'2023)” (2.autors)

- “Bluetooth Classic Protocol Fuzzing Practices” publicésanai Zurnala “Baltic Journal of Modern
Computing” (1.autors), raksts ir izskatisanas procesa un nav vél apstiprinats publicésSanai.



Fksperimenti <l

Fuzzing eksperimenti ar bezvadu audio iericem.

Fuzzing eksperimenti ar Windows Bluetooth draiveriem.

Automatizacijas skriptu veidosana iericu inventarizacijai un vieglakai
fuzzing riku apkalposanai.

lericu izjauksana un saliksana — mikroshému dokumentésana.



Found blue hydra database. Do you want try to use it instead of a new run? (yes/no):
Backing up database...

Database backed up as fhome/fejus/bt/runner/dbackups/dbackups- -nr-0.db

The blue hydra folder already exists. Do you want to force clone? (yes/no): yes
Deleting existing repository /home/ejus/bt/runner/blue hydra using sudo privileges...
Cloning blue hydra repository from https://github.com/ZeroChaos-/blue hydra.git...

Multiple Bluetooth interfaces found. Please select one:

1. hcil BC:88:2B: '8F, LMP: 5.1, Realtek Semiconductor Corporation
2. hcie 18:5E:0F: 82, LMP: 4.2, Intel Corp.

Enter the number of the interface to use: 1

Bringing down Bluetooth interface hcio...

Bringing up Bluetooth interface hciil...

Interface hcil is up.

blue hydra configuration file created at /home/ejus/bt/runner/blue hydra/blue hydra.yml.

Selected interface hcil information:

heil: Type: Primary Bus: USB
BD Address: BC:88:2B: 8F  ACL MTU: 1021:5 SCO MTU: 255:11
HCI Version: 5.1 (®xa) Revision: 8&xd99
LMP Version: 5.1 (0xa) Subversion: 0x646b
Manufacturer: Realtek Semiconductor Corporation (93)
Unsupported manufacturer
Name: 'ejus-Latitude #2'

Starting blue hydra scan process for 60 seconds...




Interface hcil is up.
Data saved to /homefejus/bt/runner/reports/bh_run_2024¢ l.json and /homefejus/bt/runner/reports/bh_run_2624

THE SUMMARY
Found 28 devices:

@ | CA:99:A6:9D: : BTC/BLE: Seen: 2024-01- Random BDA - Apple, Inc. (76) | Random | (Static)
| E©:BE:A6:DA: ; BTC/BLE: T/t Seen: 2024-01- Random BDA - Apple, Inc. (76) | Random | (Static)
| 4A:0F:F6:BF: BTC/BLE: Seen: 2024-01- Unknown - Apple, Inc. (76) | (Resolvable)
| E3:71:23:BF: i BTC/BLE: Seen: 2024-01- Unknown - Apple, Inc. (76) | (Static)
| DA:CE:97:0E: i BTC/BLE: f/ft Seen: 2024-01- Random BDA - Apple, Inc. (76) | Random | (Static)
| CB:41:1D:1F: BTC/BLE: f/t Seen: 2024-01- Random BDA - Apple, Inc. (76) | Random | (Static)
| EF:CC:21:F8: BTC/BLE: T/t Seen: 2024-01- Random BDA - Apple, Inc. (76) | Random | (Static)
| 7C:C2:94:2F: i BTC/BLE: T/t | Seen: 2824-01- Beijing Xiaomi Mobile Software Co., Ltd - Xiaomi Inc. (911) | Public
| F9:9B:73:CE: BTC/BLE: f/t Seen: 2024-01- Random BDA - Apple, Inc. (76) | Random | (Static)
| 77:4F:BC:79: BTC/BLE: f/t | Seen: 2024-01- Random BDA - Apple, Inc. (76) | Random | (Resolvable)
| 22:22:92:AB: BTC/BLE: t/f Seen: 2024-01- Set-top box "TriaPlayBox" : Unknown
| E©:9D:13:89: BTC/BLE: T/t Seen: 2024-01- Samsung Electronics Co.,Ltd - Samsung Electronics Co. Ltd. (117) | Public
| 42:00:00:20: BTC/BLE: T/t | Seen: 2824-01- Random BDA - Apple, Inc. (76) | Random | (Resolvable)
I
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FE:28:61:B5: BTC/BLE: T/t Seen: 2024-01- Random BDA - Apple, Inc. (76) | Random | (Static)
DE:2E:C9:49: BTC/BLE: f/t Seen: 2024-01- Random BDA - Apple, Inc. (76) | Random | (Static)
00:1B:66:05: BTC/BLE: f/t Seen: 2024-01- "HD 450SE" : Sennheiser electronic GmbH & Co. KG | Public
78:80:D2:BE: BTC/BLE: T/t Seen: 2024-01- Unknown - Apple, Inc. (76) | (Resolvable)

51:89:F0:3D: BTC/BLE: T/t | Seen: 2824-01- Random BDA | Random | (Resolvable)

6D:8B:FC:ED: BTC/BLE: T/t | Seen: 2024-01- Random BDA | Random | (Resolvable)

SB:6C:DC:69: BTC/BLE: T/t | Seen: 2824-01- Random BDA - Apple, Inc. (76) | Random | (Resolvable)
57:CB:56:D7: BTC/BLE: f/t | Seen: 20824-01- Random BDA - Apple, Inc. (76) | Random | (Resolvable)
00:D5:11:BE: BTC/BLE: f/t Seen: 2024-01- Random BDA - Microsoft (6) | Random | (Non-Resolvable)
59:8E:32:09: BTC/BLE: T/t | Seen: 2024-01- Random BDA - Apple, Inc. (76) | Random | (Resolvable)
80:2B:F9:D1: BTC/BLE: T/t Seen: 2024-01- Hon Hai Precision Ind. Co.,Ltd. - Apple, Inc. (76) | (Hon Hai Precision I
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Ltd.)

24 | DB:1F:45:87:
ndom | (Static)
25 | 65:EB:56:9D: A | BTC/BLE: f/t | Seen: 2024-01- Random BDA - Apple, Inc. (76) | Random | (Resolvable)
26 | DA:87:C4:FD: 9 BTC/BLE: T/t Seen: 2024-01- Random BDA - Apple, Inc. (76) | Random (Static)

27 | 6B:8E:E5:7E: 8 | BTC/BLE: f/t | Seen: 2024-01- Random BDA - Apple, Inc. (76) | Random | (Resolvable)

=

BTC/BLE: f/t Seen: 2024-01- "M1 Band 3" : Random BDA - Anhui Huami Information Technology Co., Ltd. (

Enter the number of the Bluetooth device to fuzz:




Choose an option:

1 - List of 24 BrakTooth Exploits
BrakTooth Fuzzer GUI
12fuzz-custom2 (Crash Windows)
12fuzz-custom (Find BT Profile to Fuzz)
List of 24 BrakTooth Exploits w2
BrakTooth Exploit invalid_timing_accuracy 3@sec - for Apple Airpods Pro Gen 2
BrakTooth Exploit lmp max_slot overflow imin - for Apple Airpods Pro Gen 2
BrakTooth Exploit duplicated_encapsulated payload - for Lidl Sound Spot, Model HG@9049C Version 05/2022
Quit

Enter your choice: 1
BrakTooth Exploit List:

paging_scan_disable

1mp_1invalid transport
noncomplicance_duplicated _encryption_request
duplicated encapsulated payload
repeated_host_connection
lmp_auto_rate_overflow
au_rand_flooding

knob

wrong_encapsulated payload
invalid_setup_complete
sdp_unkown_element_type
truncated_1mp_accepted
invalid_timing_accuracy
noncompliance_invalid stop_encryption
Ilmp_max_slot_overflow
truncated sco_link request
feature_response_flooding
invalid _max_slot
sdp_oversized_element_size
lmp_overflow_dmi

duplicated iocap
invalid_feature_page_execution




PAREK Ubertooth One
eksperimentiem un
ieriCu inventarizacijai

Realtek & TP-Link
Winows draiveru testi
un ieri€u inventarizacijai

ESP32-WROVER-E KIT
darbam ar BrakTooth

nRF52840
BLE4.2/5.0
inventarizacijai
un potencialiem
eksperimentiem
ar SweynTooth
un Automata Learning



EANRY . o .
teresanti atklajumi (1)

o TP-Link & Realtek Windows 8-11 draivera sabrukums (BSOD vai
pilniga apstasanas) caur Service Discovery Protocol, fazojot ar
gadijuma datiem L2Fuzz Protocol/Service Multiplexer 1. portu
(Izlaisti 2023.08. atjauninajumi, bet Windows 8.1< joprojam
ilevainojams). — Prezentéts konferencé «Kibersahs 2023», Riga.

Novérotas kladas:

*  PAGE_FAULT_IN_NONPAGED_AREA (nederiga piekluve atminai RtkBtfilter.sys).

 SYSTEM_THREAD_EXCEPTION_NOT_HANDLED (izraisa BTHAvrcp.sys audio/video talvadiba).

«  WDF_VIOLATION (izraisa USBXHCI.SYS, kad terice ir pievienota, izmantojot USB3).

 DRIVER_IRQL_NOT_LESS_OR_EQUAL (izraisa Wdf01000.sys neparedzéta atminas piekluve
draiveri, kas palidz palaist citus draiverus).



«  Apple Airpods Pro 2 H2 mikroshémas patvaliga
parstartésanas (BrakTooth invalid_timing_accuracy &
Imp_max_slot_overflow) — klidas joprojam nav noverstas,
nepiecieSams turpinat eksperimentus.

exploits = [

* Daudzu mazbudzeta un lielveikala zimolu bezvadu audio
lericu patvaliga parstartésanas, skanas raustisanas vai
izslegsanas pie kada no 24 BrakTooth mukiem (exploit).
Pieméram, Lidl «<Sound Spot» skalruna RISC 32b|t
mikroshéma ATS2853 izslédzas ar muki
duplicated_encapsulated_payload.

Uz iepakojuma apgalvo BT5.3,

bet ATS2853 specifikacija*:

BT5.3 compatible with

BT4.2/4.2 LE/4.0/2.1 + EDR system... ;)

*) https://www.i-lexia.com/productinfo/1031204.html
https://fccid.io/YMX-ATS2853/User-Manual/Users-Manual-6967840.pdf




« Automatizacijas skriptu papildinasana, atklidosana un
dokumentésana.

« Popularako Bluetooth audio iericu eksperimentu apkoposana,
jauna(u) CVE koda(u) pieteiksana.

 Disertacijas melnraksts un struktdras skice (apskatita literatara,
veiktie eksperimenti un publikacijas, ierobezojumi).

Bluetooth fuzzing metodologijas aprakstisana.



Talakie plani m

Jauna muka vai BrakTooth modula izveidosana.

BrakTooth pielagosana darbam ar jaunakiem Linux kodoliem.
Eksperimenti ar ToothPicker (pielagot jaunakai (OS,
github.com/seemoo-lab/toothpicker).

Eksperimenti ar Frankenstein (nepieciesama Infineon CYW20735
lerice, github.com/seemoo-lab/frankenstein).

Eksperimenti ar SwaynTooth (github.com/Matheus-
Garbelini/sweyntooth_bluetooth_low_energy_attacks un
git.ist.tugraz.at/apferscher/ble-fuzzing).



PALDIES

Jautajumi?




